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L&i néi dau

QCVN XXX : 2026/BQP do Cuc Quan ly mat ma dan sy va Kiém dinh s&n phdm mat ma — Ban
Co yéu Chinh phu bién soan, Ban Co yéu Chinh phu trinh duyét, B6 Khoa hoc va Céng nghé
tham dinh va dwoc ban hanh theo Thong twsd  /2026/TT-BQP ngay / /2026 clia Bo trudng
B6 Quéc phong.



1.1. Pham vi diéu chinh

1. QUY DINH CHUNG

QCVN xxx : 2026/BQP

QUY CHUAN KY THUAT QUOC GIA VE MAT MA TRONG LINH VUC MAT
MA DAN SU CHO HE THONG IOT

Quy chuan k¥ thuat nay quy dinh cac thuat toan mat ma dwoc phép ap dung trong hé théng
loT st dung dé bao vé théng tin khéng thudc pham vi bi mat nha nuéec.

1.2. D6i twong ap dung

Cac yéu cau vé ky thuat mat ma trong quy chuan nay dwoc quy dinh ap dung cho:

- Bado mat di¥ liéu trén cac thiét bi;

- Bdo mat di¥ liéu trén kénh truyén gilra cac thiét bj trong cung |&p hoac gitra cac I&p trong md
hinh tham chiéu kién trac (hinh 1).

Cac thanh Giao thdng Cac toanha Ning Iwrong Céng nghiép Y té Cubc séng
Er:lizlfhong théng minh théng minh théng minh théng minh théng minh théng minh
' aVa ~ ™

L o0
Ed g Lop ing dung Cac trng dung loT o
= 3 x
< 3 e
3 B

e
a 4 ] ' e
Lop ho tre irng Céc kha nang hé Cac kha nang hé -
Q90 dung va ho tro tror tong quat tro' cu thé o 8
o0 dich vu g
55 |\ Ay
o o = 3
3 3 (_ N e
[ LT - 2 = 3 3
e a Cac kha nang mang o o
. oo
22 Lép mang & &
35 Cac kha nang truyén tai 3 3
Sl AN J |5
2 §" 2 g
g-g (_ _\ a"'g
[ [
~ : Cac kha nang Cac kha ning ~

L&p thiet bi -
P ! thiét bi Gateway
'\ . \._ _/ \ r

Hinh 1- M6 hinh tham chiéu kién trac loT (TCVN 13115:2020)

DPbi twong &p dung cla Quy chuan nay bao gébm:

a) Co quan, td chirc, doanh nghiép xay dwng, thiét ké, trién khai hé théng loT.

b) T chirc, ca nhan san xuét, nhap khau, phan phéi thiét bj 1oT.

c) Cac phong thir nghiém, don vi kiém dinh thiét bj loT.

d) Céac t6 chirc danh gia sw phu hop theo quy dinh clia phap luat.
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1.3. Tai liéu vién dan

TCVN 13115:2020: Internet van vat (loT) - Cac yéu cau chung.

TCVN 14263:2024, Céng nghé théng tin - Thuat toan ma hoa khdi MKV.

TCVN 12854-1:2020 (ISO/IEC 29192-1:2012): Céng nghé théng tin - Cac ky thuat an toan -
Mat m& hang nhe - Phan 1: Téng quan.

TCVN 12854-2:2020: Céng nghé théng tin (ISO/IEC 29192-2:2012) - Cac ky thuat an toan -
Mat ma hang nhe - Phan 2: Ma khéi.

TCVN 12854-3:2020 (ISO/IEC 29192-3:2012): Céng nghé théng tin - Cac ky thuat an toan -
Mat ma hang nhe - Phan 3: Ma dong.

TCVN 12854-4:2020 (ISO/IEC 29192-4:2015): Céng nghé théng tin - Cac ky thuat an toan -
Mat ma hang nhe - Phan 4: Céac co ché st dung ky thuat phi dbi xing.

TCVN 12849-5:2020 (ISO/IEC 29192-5:2016): Céng nghé théng tin - Cac ky thuat an toan -
Mat ma hang nhe - Phan 5: Ham bam.

ISO/IEC 29192-6:2019 — TCVN 13952:2023: Céng nghé théng tin — Ky thuat an toan — Mat
ma hang nhe — Phan 6: M4 xac thyc théng diép (MAC).

FIPS 197, Advanced Encryption Standard (AES).

NIST SP 800-56A Rev.3 — Recommendation for Pair-Wise Key Establishment Schemes Using
Discrete Logarithm Cryptography; National Institute of Standards and Technology (NIST),
2018.

NIST SP 800-56B Rev.2 — Recommendation for Pair-Wise Key Establishment Schemes Using
Integer Factorization Cryptography; NIST, 2019.

NIST SP 800-56C Rev.2 — Recommendation for Key Derivation through Extraction-then-
Expansion; NIST, 2020.

NIST SP 800-90A Rev.l — Recommendation for Random Number Generation Using
Deterministic Random Bit Generators (DRBGs); NIST, 2015.

NIST SP 800-90B — Recommendation for the Entropy Sources Used for Random Bit
Generation; NIST, 2018.

NIST SP 800-90C — Recommendation for Random Bit Generator (RBG) Constructions; NIST,
2018.

NIST SP 800-108 — Recommendation for Key Derivation Using Pseudorandom Functions
(KDFs); NIST, 20009.

NIST SP 800-185 — SHA-3 Derived Functions: cSHAKE, KMAC, TupleHash, and ParallelHash;
NIST, 2016.

NIST SP 800-232 — Recommendation for Lightweight Authenticated Encryption: ASCON;
NIST, 2020.

FIPS PUB 180-4 — Secure Hash Standard (SHS); Federal Information Processing Standards,
NIST, 2015.
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FIPS PUB 202 - SHA-3 Standard: Permutation-Based Hash and Extendable-Output
Functions; NIST, 2015.

RFC 8439 — ChaCha20 and Poly1305 for IETF Protocols; IETF, 2018.

RFC 8032 — Edwards-Curve Digital Signature Algorithm (EdDSA): Ed25519 and Ed448; IETF,
2017.

FIPS 204, Module-Lattice-Based Digital Signature Standard (ML-DSA).
FIPS 205, Stateless Hash-Based Digital Signature Standard (SLH-DSA).

ISO/IEC 14888-3:2016 — Information technology — Security techniques — Digital signatures
with appendix — Part 3: Discrete logarithm based mechanisms; ISO/IEC, 2016.

NIST SP 800-213A: IoT Device Cybersecurity Guidance for the Federal Government: IoT
Device Cybersecurity Requirement Catalog, 2021.

NIST SP 800-213: IoT Device Cybersecurity Guidance for the Federal Government:
Establishing 10T Device Cybersecurity Requirements

1.4. Giai thich ttr ngiv
Trong Quy chuén nay, cac tlr ngir dwdi day dwoc hiéu nhw sau:
1.4.1 Internet van vat (loT)

Co s& ha tang toan ciu cho xa hdi thdng tin, cho phép cac dich vi tién tién bang cach két ndi
moi vat (vat ly va do) dwa trén céng nghé théng tin va truyén théng twong thich hién cé va
dang phat trién.

[4.77, TCVN 13116:2020]

1.4.2 Constrained device

Thiét bi han ché tai nguyén o
Thiét bi han ché vé dac tinh, chang han nhw han ché vé nang lyc xt ly, dung lwvong bd nhé
nhd, cong suat pin hiru han, két ndi cw ly ngan, toc do thap.

[4.36, TCVN 13116:2020]

1.4.4 Mat ma hang nhe

Mat méa dwoc thiét ké riéng cho viéc trién khai trong mét sé méi trwerng han ché.
[TCVN 12854-1:2020]

1.4.5 Mat ma déi xirng

La mat ma trong do khéa dwoc st dung cho cac phép méa hda, gidi ma Ia tring nhau hoac dé
dang tinh toan dwoc khda ma hoa khi biét khoa gidi ma va nguoc lai.

1.4.6 Mat ma phi déi xirng

La mat ma trong d6 khoda dwoc stv dung cho phép ma héa hodc gidi ma gdm hai thanh phan
la khéa cdng khai va khéa riéng véi dac tinh cé thé dé dang tinh toan dwoc khoa cong khai
néu biét khda riéng nhung khong kha thi v& mat tinh toan dé tinh dwoc khoéa riéng tir khoa
cbng khai.
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1.4.7 Ham bam

La thuat toan thwc hién qua trinh bién dbi chubi dir liéu dau vao cé d6 dai bat ky thanh mot
chudi di¥ liéu dau ra dac trung cé dd dai cb dinh.

1.4.8 Thuat toan xac thwc théng diép

La thuat toan bién déi cac chudi di¥ liéu dau vao va khoa bi mat thanh cac chudi di liéu dau
ra c6 dd dai cd dinh thda man cac tinh chéat sau day:

- Dé dang tinh toan v&i bat ky khoa va chudi div liéu dau vao xac dinh;

- V&i khda cb dinh bat ky va khéng biét trudc khoa, bang tinh toan khéng thé tinh dwoc gia tri
chudi di¥ liéu dau ra véi bat ky chubi dir liéu dau vao méi ndo.

1.4.9 Chir ky s6

Mot chubi s6, két qua ctia phép bién ddi mat ma trén thong diép di liéu nhdm cung cap mot
phwong tién dé kiém tra tinh xac thwe ctia ngudn géc théng diép di liéu, tinh toan ven cla div
liéu va tinh khéng thé chéi bé ctia ngudi da ky.

1.4.10 Thiét lap khoa

Qua trinh ddm béo suw kha dung mét khoa bi mat dung chung cho mét hoac nhiéu thyc thé.
Thiét lap khoa bao gébm thoa thuan khoa va van chuyén khoa

1.4.11 Thoa thuan khoa

Tién trinh kién tao moét khoa bi mat dung chung gitra hai thuc thé theo cach ma khéng cé bén
nao c6 thé dinh trwéc gia tri cho khoa

1.4.12 B sinh sé ngau nhién

Thuat toan sinh gia tri sé ngau nhién hodc gan ngau nhién dung trong thuat toan mat ma, sinh
khoa, nonce.

1.4.13 B an toan

S6 duwoc lién két vai sb lwong cdng viéc (nghia la sé hoat ddng) dwoc yéu ciu dé pha vér mot
thuat toan mat ma hoéc hé thdng mat ma.

[TCVN 11367-1:2016]

CHU THICH 1 D6 an toan cua n la lwgng coéng viéc dwoc yéu cau dé pha vé hé thbng mat ma twong dwong véi 2n thuc thi

ctia hé théng mat ma.
CHU THICH 2 b6 an toan duoc déc ta theo bit, nhw 80, 112, 128, 192, va 256 trong quy chuan nay.
1.4.14 Kénh an toan

La kénh truyén théng gitra cac thuc thé trong hé thdng/mang loT dwoc thiét 1ap va bao vé
bang cac co ché mat ma nham bao dam thong tin truyén qua kénh dwoc bao vé vé tinh bi mat,
toan ven va xac thuc.

CHU THICH:

- C4c giao thirc thiét 1ap kénh truyén trén thiét bj loT dwoc nha san xuét tich hop dwa trén mé hinh trién khai, nhu cAu, ciing
nhw kha nang dép trng tai nguyén cua thiét bi.

- Mét sb giao thirc phd bién hién nay trén thiét bi IoT co thé ké dén nhw: LoRaWAN, NB-loT / LTE-M, Zigbee, BLE, MQTT +
TLS, COAP + DTLS, HTTPS...
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1.5 Ky hiéu
nlen Do dai modulo theo bit str dung trong thuat toan RSA;
Ip| D6 dai tinh theo bit cia p v&i p la md-dun cla trwéng hivu han nguyén té F,
clia duwong cong EC
L Do dai clia tham sd mién p theo bit st dung trong thuat toan DH
N Do dai clia tham sé mién q theo bit s&r dung trong thuat toan DH

1.6. Tir viét tat

Chip viét tat Tén day du Tén tiéng Viét
AES Advanced Encryption Standard Tiéu chuadn ma hoa tién tién
DRBG Deterministic Random Bit Generator B6 sinh bit ngéu nhién
ECDH Elliptic Curve Diffie-Hellman Diffi-Hellman trén dwong cong
Elliptic
ECDSA Elliptic  Curve Digital  Signature | Thuat toan chi¥ ky sb trén duwdng
Algorithm cong Elliptic
EJDSA Edwards-Curve  Digital  Signature | Thuat toan chi¥ ky sé trén duwdng
Algorithm cong Edwards
FIPS Federal Information Processing | Tiéu chudn xt ly théng tin lién bang
Standards

HKDF HMAC-based Key Derivation Function | Ham dan xu4t khéa dwa trén HMAC

HSM Hardware Security Module M&-dun bao mat phan cirng
loT Internet of Things Internet van vat
KWP Key Wrapping with Padding Thuat toan boc khda véi bo dém
Padding
KW Key Wrapping Thuat toan boc khoa
MAC Message Authentication Code Ma xac thwe théng diép
MKV Mé Khoi Viét Nam
PBKDF Password-Based Key Derivation Hé>m dan xuét khoa dwa trén mat
Function khau
RSA Rivest-Shamir-Adleman Thuat toan mat ma khoa cdéng khai
RSA
SE Secure Element Phan t&r bdo mat
SHA Secure Hash Algorithm Thuat toan bam an toan
TPM Trusted Platform Module M6-dun nén tang tin cay
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2. QUY PINH KY THUAT

2.1 Yéu cau chung

2.1.1 Yéu cau vé bao vé dir liéu

a. Cac gia tri mat khau, dinh danh, cac di liéu xac thue, di liéu théng tin thu thép va di liéu
sao lwu cla thiét bi phai duwoc lwu trir c6 méa hoa trén thiét bi hodc viing nhé truy cap t xa.
b. St dung phan ving nhé riéng biét cho dir liéu hé thdng va dir liéu dwoc sinh hoat déng ctia
thiét bi.

c. Céac ky thuat mat ma ap dung cho co ché bao vé dir liéu dwoc quy dinh tai muc 2.2.

2.1.2 Kénh truyén dir liéu

a. Str dung kénh an toan trong giao tiép giira cac thiét bj trong mét I&p hodc gitra cac I&p trong
md hinh kién trac tham chiéu loT.

b. Céac ky thuat mat ma s dung trong giao thirc thiét Iap kénh truyén tuan tha theo quy dinh
tai muc 2.2.

2.1.3 Quan ly khéa

2.1.3.1 Yéu cau vé sinh khéa

a. Thiét bi phai c6 kha népg sinh khéa (bao gébm ca céac thanh phan khéa) phuc vu cho cac
hoat ddng mat ma trén thiét bi.

b. Cac thuat toan sinh s6 gia ngau nhién st dung trong sinh khéa dwoc quy dinh tai muc 2.2.4.
2.1.3.2 Yéu cau vé lwu trir khéa

Céc gia tri khda bi mat phai dwoc lwu trir dwdi dang ma hoa trén bd nhé cla thiét bi hodc
dwoc lwu trir tai cac modun riéng biét: HSM, TPM, SE.

2.1.3.3 Str dung khéa

a. Khéng st dung trung khoa véi cac muc dich, dich vu ma mat ma khac nhau.

Vi du: ma héa dir liéu, ky s6, boc khoa, xac thuc, dinh danh thiét bi...

b. Khéa mac dinh trén thiét bj chi dwoc phép sir dung trong qua trinh thiét |1ap, tham gia hé
th’éng ban dau. Sau khi thiét [ap hoan tat, gia tri khéa mac dinh phai bi vd hiéu héa hoac thay
doi. Khong str dung khéa mac dinh v&i muc dich khac.

c. Cac thanh phan trong hé thdng loT phai bdo ddm cac khoa mat ma duoc kiérp soat trong
dgng pham vi dwoc Uy quyéen, khéng du’o’c‘phép truy cap, sao chép, trich xuét, xuét khau, thay
doi hoac sir dung khdéa mat ma ngoai quyén han dwoc cap. Viéc str dung khéa béi hé thong
bén ngoai phai duoc kiém soat, ghi nhan va c6 kha nang thu hdi hodc luan chuyén khi can
thiet.

2.1.3.4 Yéu cau vé phan phéi, théa thuan khoa

a. Co co ché cép nhat, thay khéa bi mat trén thiét bi loT thdng qua giao dién vat ly cla thiét bj
hoac kénh truyén tw xa.

b. Kénh truyén sir dung trong cap nhat, thay dbi khoa tir xa dap trng cac yéu ciu tai 2.1.2.

c. Thuat toan théa thuan khoa dwoc quy dinh tai muc 2.2.2.3.

2.1.3.5 Yé&u cau vé hay khéa

a. Viéc huy khod phai dam béo huy bd duoc tétrcé cac ban ghi khoa, bao gé‘m ca cac ban sao
dw phong, sao cho khéng thé khéi phuc dwoc bat ki thong tin khoa nao du bang bat ki phwong

10
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tién nao. Dong thdi khong dé bat ki khoa nao bi huy bd trwéc théi han nham dam béo kha
nang gidi ma khi di¥ liéu hét thoi han bao mat.

b. Néu khoa bj 16, nghi ngd bi 16 hodc coé sw thay ddi chi s& hiru thi phai thwc hién thu hoi
khoa dé vo6 hiéu hoa nguy co b 16 hodc mat an toan.
2.2 Yéu cau vé ky thuat mat ma déi véi Iop thiét bit

- Cac yéu ciu tir 2.2.1 dén 2.2.4 quy dinh cac kj thuat mat ma dwoc phép st dung déi véi bao
mat dir liéu trén dwong truyén va div liéu trén thiét bi.

- Péi v6i cac thiét bi loT khéng han ché tai nguyén chi st dung cac ky thuat mat ma hang nhe
(tai muc 2.2.3) dé giao tiép v&i cac thiét bi loT han ché tai nguyén.

- Béi vai cac thiét bi han ché tai nguyén str dung cac ky thuat mat ma hang nhe tai muc 2.2.3
2.2.1 Mat ma doéi xirng

2.2.1.1 Thuat toan ma héa doéi xirng

Bdng 1: Danh muc céc thudt toan ma héa déi ximg dwot phép swrdung

STT | Ténthuat | Kich thwée | Sir dung dén Tham chiéu
toan khoa theo nam
bit
1 AES 128 bit 2030 FIPS 197
192 bit 2030 TCVN 11367
256 bit 2035
2 MKV-128 128 bit 2030 TCVN 14263:2024
192 bit 2030
256 bit 2035
MKV-256 256 bit 2035
384 bit 2040
512 bit 2045
3 ChaCha20- 256 bit 2035 RFC 8439
Poly1305

Bdng 2: Danh muc cic ché dé ma khéi dwot phép sirdung

STT Ché do6 hoat déng Tham chiéu

1 Ap dung tham chiéu dén tiéu chudn mé&i nhét trwong hop cac tham chiéu dén trong muc nay da dwoc stra ddi, bd sung, thay
thé

11
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1 CBC NIST SP 800-38A
2 CFB

3 CTR

4 OFB

5 CBC-CS1 SP 800-38A Addendum
6 CBC-CS2

7 CBC-CS3

8 CCM NIST SP 800-38C
9 GCM NIST SP 800-38D
10 XTS NIST SP 800-38E
11 KW, KWP NIST SP 800-38F
12 FF1 NIST SP 800-38G

2.2.1.2 Ham bam

Bang 3- Danh muc cac ham bam dwoc phép st dung

STT | Thuat toan Str dung dén ndm | Tham chiéu
1 SHA-256 2030 FIPS 180-4
SHA-512/256 FIPS 202
SHA-384 2030
SHA-512 2035
2 SHA3-256 2030 FIPS 202
SHA3-384 2030 NIST IR 8547
SHA3-512 2035
3 SHAKE128 2035
SHAKE256 2040

2.2.1.3 Ma xac thuc théng bao

Bang 4- Danh muc cac thudt toan ma xac thwe théng bao dwot phép st dung

STT| Thuattoan | Nguyénthdy matma | St dung dén nam Tham chiéu
MAC
1 | HMAC SHA-256, SHA-384, 2030
SHA3-256, SHA3-384
NIST SP 800-107
SHA-512, SHA3-512 2035
2 | CMAC AES Tuan thd theo quy | NIST SP 800-38B
MKV dinh vé nam st dung | NIST SP 800-38D
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4 | GMAC AES dbi voi thuat toan ma FIPS 197
MKV Knoi tai bang | TCVN 14263:2024

5 |KMAC KMAC128 2035 NIST SP 800-185
KMAC256 2040

2.2.2.4 Dan xuat khoa

Bdng 5- Danh muc cac thuét toan dan xuat khéa dwot phép s dung

STT Thuat toan Nguyénthay | Namantoan | 1.y, vian din
mat ma st dung
SHA-256, Nam st dung
SHA-384, dwoc tinh bang
1 HKDF SHA-512, nam st dung
SHA-512/224, | cua cac nguyén RFC 5869
SHA-512/256, thuy mat ma
SHA3-256, twong ng NIST SP 800-56C
SHA3-384, NIST SP 800-132
2 PBKDF SHA3-512,
SHAKE128,
SHAKE256
FIPS 197
AES TCVN 14263:2024
3 BCKDF
MKV NIST SP 800-108
NIST SP 800-38B

2.2.2 Mat ma phi déi xirng
2.2.2.1 Thuat toan ma héa

Bdng 6- Danh muc céc thuat todn ma héa phi déi xirng dwoc phép sitr dung

STT | Tén thuat Tham sé Str dung dén Tham chiéu

toan nam

1 | RSA-OAEP nlen > 3072 bit 2030 ISO/IEC 18033-2

NIST SP 800-56B

Rev. 2

2 | ECIES 256 bit < |p| < 384 bit 2030 ISO/IEC 18033-2

384 bit < |p| 2035
3 | ML-KEM-512 | Tuan tha theo tham sé tai 2030 FIPS 203

ML-KEM-768 | 'PS 203 2035

13
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ML-KEM-1024

2040

2.2.2.2 Chir ky sé

Bdng 7- Danh muc cédc lwoc dé chi ky sé dwort phép st dung

STT Thuéat toan Tham sé Sl;r dung Tai liéu vién dan
den nam
1 RSASSA- | 3072 bit< nlen < 7680 bit | 2030 [FIPS 186-5],
oSS nlen > 7068 bit 2035 [RFC 8017]
2 ECDSA 256 bit < |p| < 384 bit 2030 [FIPS 186-5]
384 bit < |p| < 512 bit 2030 | [NIST SP 800-186]
Ip| = 512 bit 2035
3 EdDSA Ed25519 2030 [RFC 8032],
Ed448 2035 [FIPS 186-5]
4 ML-DSA ML-DSA-44; 2030 [FIPS 204]
ML-DSA-65; 2035
ML-DSA-87 2040
5 SLH-DSA SLH-DSA-SHA2-128[s/f]; 2035 [FIPS 205]
SLH-DSA-SHAKE-128][s/f] [NIST IR 8547]
SLH-DSA-SHA2-192[s/f]; 2035
SLH-DSA-SHAKE-192[s/f]
SLH-DSA-SHA2-256[s/f]; 2040
SLH-DSA-SHAKE-256[s/f]

2.2.2.3 Théa thuan va thiét 1ap khoa

Bdng 8- Danh muc cdc co’ ché théa thudn, thiét |4p khéa dwoc phép sirdung

STT Lwoc do Tham sé Nam str dung Tham chiéu
1 DH/DHE, MQV L >3072 2035 NIST SP 800-
N = 256 56A
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2 | ECDH/ECDHE, Ip| = 256 2035 NIST SP 800-
ECMQV 56A

3 |Théa  thuan nlen > 3072 2035 NIST SP 800-
khoa RSA 56B
KAS1, KAS2

2.2.3. Mat ma hang nhe(*)?
2.2.3.1 Ma khéi hang nhe

Bdng 9- Danh muc céac thuat toan ma khéi hang nhe dwot phép s dung

STT Tén thuat toan Tham chiéu
1 Ascon-AEAD128 NISP 800-232
2 PRESENT TCVN 12854-2 :2020
3 CLEFIA ISO/IEC 29192-2
4 LEA
5 Grain-128a ISO/IEC 29192-8

2.2.3.2 Ma dong hang nhe

Bang 10- Danh sach thuat toan ma dong hang nhe dwort phép swdung

STT Tén thuat toan Tham chiéu
1 Trivium TCVN 12854-3 :2020
ISO/IEC 29192-3: 2012
2 Enocoro-128v?2

2.2.3.3 Ham bam

Bang 11- Danh sach thuat ham bam dworc phép st dung

Lesamnta-LW

STT Thuat toan Tham chiéu
1 Ascon-Hash256. SP 800-232
2 Ascon-XOF128, Ascon-CXOF128.
3 PHOTON TCVN 12854-5 :2020
4 SPONGENT ISO/IEC 29192-5: 2016
5

2 QCVN nay khong quy dinh nam sl dung doi voi cac thuat toan mat ma hang nhe
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2.2.3.4 Ma xac thwc théng diép

Bang 12- Danh muc ma xac thwe théng diép hang nhe dwot phép swdung

STT Thuat toan Tai liéu vién dan
1 LightMAC
2 Chaskey-12 ISO/IEC 29192-6:2019
3 Tsudik’s Keymode

2.2.3.5 Thuat toan mat ma phi déi xirng hang nhe

S dung cac co ché mat ma duwoc quy dinh tai TCVN 12854-4:2020 (ISO/IEC 29192-4:2013):
- Co ché xac thuwc mot chiéu: cryptoGPS, ELLI_193.1

- Co’ ché trao ddi khoda xac thuwe mét chiéu dwa trén ma héa: ALIKE.
- Co ché ky sbé dwa trén dinh danh: IBS.

2.2.4 B sinh s6 ngau nhién

Bdng 13- Danh sach thuét toan sinh sé ngau nhién dwot phép s dung

STT Thuéat toan Nguyén thay Nam st dung Tai liéu vién dan
mat ma
1 CTR-DRBG AES, MKV Nam s& dung FIPS 192
dwoc tinh bang .
2 Hash-DRBG | SHA-256, SHA- | namsirdung | " ie02024
. yv— 384, SHA512, | giia cac nguyen | NIST SP 800-90A
) SHA-512/224, | thay mat ma NIST SP 800-90B
SHA3-256,
SHA3-384,
SHA3-512,
SHAKE128,
SHAKE256

2.3 Yéu cau vé mat ma déi véi I&p mang

a. Bbi voi két ndi gitra 16p thiét bi va I&p mang: tuan thd cac yéu cau tai muc 2.2.
b. Dbi v&i két néi gitra I6p mang va 16p hé tro (rng dung va hé tro' dich vu tuan tha theo quy
dinh tai tiéu chuan vé khung bao mat cho dé thi théng minh.
c. Bbi v&i ndm str dung cla cac ky thuat mat ma, tuan tha quy dinh tai muc 2.2.

2.4 Yéu cau vé mat ma déi véi I6p hé tror rng dung va hé tro dich vu

Tuan tha theo quy dinh tai tai tiéu chuan vé khung bdo mat cho d6 thj théng minh.

2.5 Yéu cau vé mat ma doéi véi I&p trng dung

Tuan tha theo quy dinh tai tiéu chuan vé khung bao mat cho dé thj théng minh.
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3. QUY PINH VE QUAN LY

3.1 Cac murc gidi han cua dac tinh ky thuat mat ma quy dinh tai quy chuén nay la cac chi tiéu
an toan phuc vu quan ly theo quy dinh vé& quan ly chat lwgng san phdm mat ma dan sy duoc
quy dinh tai Luat An ninh mang ngay 10 thang 12 nam 2025.

3.2 Coéng bb hop quy va phwong thirc danh gia sw phu hop véi tiéu chuan, quy chuén ky thuat
theo Thong tw sb 14/2026/TT-BKHCN ngay 09/4/2026 véi tiéu chuan, quy chuén ky thuat,
trong quy chuén nay dwoc thye hién theo phuwong thirc 5 hoac phwong thirc 7; Quan ly cong
bd hop quy dwa trén két qué chirng nhan cla t6 chirc chirng nhan dugc chi dinh theo quy dinh
cua phap luat.

3.3 D4u hop quy duwoc sir dung truc tiép trén san pham hodc trén bao géi hodc trén nhan gan
trén san pham hoéc trong chirng chi chat lwong, tai liéu k§ thuat ctia sdn pham.

3.4 Ban Co yéu Chinh phti xem xét thira nhan két qua danh gia sw phu hop do td chirc danh
gia sw phu hop nudc ngoai thwe hién dbi véi cac san pham mat ma dan sw thudc trach nhiém
quan ly theo quy dinh.

4. TRACH NHIEM CUA TO CHUC, CA NHAN

4.1 Cuc Quan ly mat ma dan sy va Kiém dinh san phdm mat ma - Ban Co yéu Chinh pha la
co quan tiép nhan cong bd hop quy, kiém tra nha nwéc vé chat lwgng sdn phdm mat ma dan
sw.

4.2 Cac tb chirc, ca nhan cé hoat ddng san xuat, kinh doanh sadn phdm mat ma dan sy thudc
pham vi diéu chinh ctia quy chuan nay cé trach nhiém thyc hién cac quy dinh vé chirng nhan,
céng bd hop quy va chiu sw kiém tra clia co quan quén ly nha nwéc theo cac quy dinh hién
hanh.

5. TO CHU'C THUC HIEN

5.1 Ban Co yéu Chinh phu gidp B6 trwéng B6 Qudc phong ra soat, sira dbi, bd sung hodc ban
hanh thay thé quy chuan nay d& ddm bao phu hop véi thuce tién va dap ng yéu cau quan ly.

5.2 Cuc Quan ly mat ma dan sy va Kiém dinh san phdm mat ma - Ban Co yéu Chinh phi ¢c6
trach nhiém hwéng dan, té chirc trién khai quan ly ky thuat mat ma theo quy chuan nay.

5.3 Thanh tra, kiém tra sdn phdm mat ma dan sy dwoc co quan quan ly nha nuwéc cé thdm
quyén tién hanh dinh ky hang ndm hoac dét xuéat.

5.4 Trong trwéng hop cac van ban quy pham phap luat quy dinh tai quy chuan ky thuat nay cé
sy thay dbi, b sung hodc duwoc thay thé thi thuc hién theo cac van ban madi. Trong truéng
hop cac tiéu chuan dwoc vién dan trong quy chuan nay co sw thay déi, bd sung, thay thé thi
thwe hién theo hwéng dan ctia B6 Quéc phong./.
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